ב"ה
שם הקורס: אבטחת ישומים ברשת (Web Application Security)

מרצה הקורס: ד"ר דוד מובשוביץ

שעות הקורס:  יום א' בין השעות9:00 ל12:00

רקע לקורס:
The internet environment and the web technologies are facing unique threats from the information security perspective, both on the network layer as well as in the application layer. While in the past most of the focus was on securing the network infrastructure, in the last years focus has been shifted from the network and the infrastructure to the application layer. This is due to the fact that the infrastructure (i.e. network and OS) security has improved significantly while web applications have remained vulnerable. Thus, the application layer has become the main target of attacks. 
In the course we will discuss briefly the threats to the network and the infrastructure and how to mitigate them using firewalls, network and host intrusion detection systems (NIDS & HIDS) and other OS based countermeasures such as virtualization (e.g. hypervisor). The main focus of the course will be on the application layer, and we will discuss how the application security aspects like, authentication, authorization, confidentiality and data integrity apply to web applications (including emerging standards such as OpenID for authentication). In addition, we will discuss in depth web application vulnerabilities, and for each major web application vulnerability category we will analyze the causes, how to prevent it from design/coding and testing perspectives, and what countermeasure are required to prevent it exploitation. In addition to the security aspects of traditional web applications (or first generation web applications), we will discuss the aspects that are unique to Web 2.0 (or AJAX based) web applications.  
הנושאים שילמדו בקורס:
In the course we will learn:

· The unique security aspects and challenges of web applications (and why web application are more vulnerable)  

· How the perform risk analysis and threat modeling to web applications

· Confidentiality and Data-Integrity of web traffic

· The SSL protocol

· How the SSL and IPSec protocols utilizes encryption technologies to provide confidentiality and data integrity to HTTP and IP traffic

· Web Authentication & Session Management

· Authentication mechanisms used web 1.0 application (and best practices)
· Web application Single Sign-On (SSO) using the SAML standard   
· OpenID - the SSO authentication standard for Web 2.0 applications
· Web application session management risks and mitigations
· Authorization & Access Control for Web Applications
· Risks associated with broken access control

· Fail to prevent access to restricted URLs and APIs

· Best practices for authorization in web applications

· Web application vulnerabilities: for each type of vulnerability we will discuss:

· What is the vulnerability, and how it can be used by attackers

· What are the causes to each type of vulnerability
· How to mitigate the risk associated with each type of vulnerability

· How to prevent the vulnerability by proper design/coding practices

· How to detect if the vulnerability exists using the various testing tools 

· The new security threats associated with AJAX and web 2.0 technologies

· Web Application security tools

· Web Application vulnerability scanners

· Web Application firewalls
רשימת של נושאי ההרצאות:

· Introduction to the web environment and overview of the network layer threats and countermeasures (1 meeting)

· Confidentiality and Data-Integrity for the Web traffic – the SSL and IPSec protocols (2 meeting) 

· The unique security aspects of web applications, risk analysis and threat modeling overview, and how to perform risk analysis to a web application (1.5 meeting)
· Web application authentication mechanisms (0.5 meeting)

· Web application session management – mechanisms, risks and mitigation techniques (1 meeting)
· Web application Single Sign-On (SSO) – the SAML and OpenID standards (1 meeting)

· Web application vulnerabilities – risks and mitigation best practices (3 meetings)
· Unvalidated input – causes (e.g. client side validation), input validation based on positive security logic, input validation based on negative security logic, evasion techniques 
· Injection attacks – SQL Injection and related evasion techniques, LDAP/XPath and other Injection attacks,  Buffer Overflow attacks, and how to prevent injection based attacks 
· Browser based attacks – XSS attacks, evasion techniques, and how to prevent XSS using coding best practices. XSRF attacks and countermeasures.
· Logic and design vulnerabilities – Broken Access Control, Handling Error Messages, for each class of attacks causes and design practices to prevent and mitigate the attack
· Web infrastructure vulnerabilities and countermeasures (1 meeting) 
· AJAX & Web 2.0 Security issues (1 meeting) 

· Web Application Security Solutions: (1 meeting)

· Web Application Firewalls and evasion techniques

· Web Application Security Scanners  
הערה: הרשימה אינה סופית ויתכנו שינויים במהלך הקורס. 

דרישות קדם לקורס:

ידע בפיתוח ישומים ובכתיבת קוד. ולכן הקורסים הבאים מהווים דרישת קדם:

· מבוא למדעי המחשב

· אלגוריתמים
כמו כן ידע מוקדם ב HTTP, HTML ו JavaScript יועיל לסטודנט (אנו נחזור על נושאים אלו בקצרה במהלך הקורס)

הציון בקורס:

הציון בקורס מורכב מציון בחינה ומציון על העבודות הבית שתתבקשו להכין במהלך הקורס. השקלול של הציון הוא:

· ציון מבחן מסכם –80%

· ציון עבודות בית –20%

על מנת לעבור את הקורס על הסטודנט לקבל ציון מינימום של 60 במבחן המסכם וציון 60 בקורס.

שעת קבלה:

בכל שאלה ונושא ניתן לפנות למרצה בשעת הקבלה, או לשלוח אליו דואל אלקטרוני לכתובת dmovshovitz@gmail.com
